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V/v 16 hong an toan théng tin anh huong
cao va nghiém trong trong cac san pham
Microsoft cong bo thang 08/2024

Kinh gui:
- Van phong Tinh uy;
- Van phong Hoi déng nhéan dan tinh;
- Van phong Uy ban nhén dan tinh;
- UBMTTQVN tinh va cac td chure chinh tri - x& hdi tinh;
- Cac S¢, ban, nganh;
- UBND cac huyén, thanh phd;
- Cac Thanh Gy, Huyén uy.

Ngay 13/8/2024, Microsoft da phat hanh danh sach ban va thang 08 vai 90
16 hong an toan thong tin trong cac san pham ciia minh. Ban phat hanh thang nay
dic biét dang chii ¥ vao cac 16 hong an toan thong tin ¢6 mic anh hudng cao va
nghiém trong sau:

- L6 hong an toan thong tin CVE-2024-38063 trong Windows TCP/IP cho
phép dbi tuong tin cong thuc thi ma tir xa.

- L6 hong an toan thong tin CVE-2024-38199 trong Windows Line Printer
Daemon (LPD) Service cho phép dbi twong tdn cong thuc thi ma tir xa. Thong tin
chi tiét vé 16 hong da duoc cong bd cong khai.

- L3 hong an toan thong tin CVE-2024-38189 trong Microsoft Project cho
phép ddi twong tan cong thuc thi ma tir xa. LS hdng hién dang bi khai thac trong
thuc té.

- 02 156 hong an toan thong tin CVE-2024-38218, CVE-2024-38219 trong
Microsoft Edge cho phép ddi tuong tin cong thue thi ma tir xa.

- L6 hong an toan thong tin CVE-2024-38193 trong Windows Ancillary
Function Driver for WinSock cho phép dbi twong tdn cong thuc hién leo thang
dic quyén. L3 hong hién dang bi khai thac trong thuc té.

- L3 hong an toan thong tin CVE-2024-38107 trong Windows Power
Dependency Coordinator cho phép d6i tuong tin cong thuc hién leo thang dic
quyén. L3 hong hién dang bi khai thac trong thuc té.
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Ngoai cac 16 hong an toan théng tin néu trén, con ton tai mot s6 16 hong an
toan thong tin khac co thé anh hudng dén hé théng thong tin ctia Quy don vi. Dé nim
15 hon vé nhing rui ro tiém 4n ndy, vui long tham khéo thong tin chi tiét cac 16 hong
an toan thong tin xem tai Phu luc kém theo.

Nhém dam bao an toan théng tin cho hé thdng thong tin ctia Quy don vi,
gop phan bdo dam an toan cho khong gian mang Viét Nam, S¢ Thong tin va
Truyén thong khuyén nghi Quy don vi thuc hién:

1. Kiém tra, ra soat, xac dinh may tinh st dung hé diéu hanh Windows c6
k}lé nang bi anh hudong. Thuc hién cdp nhat ban va kip thoi dé€ tranh nguy co bi
tan cong.

(Tham khdo thong tin tai Phu luc kem theo).

2. Tang cuong giam sat va san sang phuong an xu ly khi phat hién co
dau hiéu bi khai thac, tin cong mang; dong thot thuong xuyén theo doi kénh canh
bao cua cdc co quan chirc nang va cac t6 chirc 16n vé an toan thong tin dé phat
hién kip thoi cic nguy co tin cong mang.

3. Trong truong hop can duoc hd tro cac co quan, don vi lién hé Trung tim

Giam st an toan, an ninh, thong tin mang (qua tong dai dién thoai 1022 hoic thu
dién tr: ioc@ninhthuan.gov.vn).

Tran trong./.
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Phu luc

THONG TIN VE CAC LO HONG BAO MAT TRONG
SAN PHAM MICROSOFT

(Kém theo Cong vin s6 2438 [STTTT-TTCNTTTT ngay 20 /08 /2024
ciia 86 Thong tin va Truyén théng)

1. Thong tin cac 16 hong bao mat

STT

CVE

Mo ta

Link tham khao

CVE-2024-38063

- Piém CVSS: 9.8 (Nghiém
trong)

- Mo ta: L& hong trong
Windows TCP/IP cho phép ddi
tugng tan cong thyc thi ma tir
Xa.

- Anh huong: Windows 10,
Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022,

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2024-38063

CVE-2024-38199

- Piém CVSS: 9.8 (Cao)

- Mo ta: LO hong trong
Windows Line Printer Daemon
(LPD) Service cho phép ddi
tugng tan cong thyc thi ma tir
xa. Thong tin chi tiét vé 15 hong
da dugc cong bd cong khai.

- Anh hudéng: Windows 10,
Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2024-38199

CVE-2024-38189

- Piém CVSS: 8.8 (Cao)

- M6 ta: L héng trong
Microsoft Project cho phép ddi
tuong tAn cong thuc thi ma tir xa.
Ld hong hién dang bi khai thac
trong thuc té.

- Anh hudng: Microsoft Project
2016, Microsoft Office 2019,
Microsoft 365 Apps for
Enterprise, Microsoft Office
LTSC 2021.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2024-38189

CVE-2024-38219

CVE-2024-38218 |,

- Piém CVSS: 8.4 (Cao)

Mo ta: LO hong trong
Microsoft Edge cho phép ddi
tugng tan cong thyc thi ma tir
Xa.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2024-38218
https://msrc.microsoft.
com/update-




4

- Anh huéng: Microsoft Edge
(Chromium-based).

guide/vulnerability/CV
E-2024-38219

CVE-2024-38193

- Piém CVSS: 7.8 (Cao)

- Mo ta: L6 hong trong Windows
Ancillary Function Driver for
WinSock cho phép déi tugng tin
cong thuc hién leo thang dac
quyén. L hong hién dang bi
khai thac trong thuc té.

- Anh huong: Windows 10,
Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2024-38193

CVE-2024-38107

- Piém CVSS: 7.8 (Cao)

- Mo ta: LS hong trong Windows
Power Dependency Coordinator
cho phép dbi twong tdn cong
thuc hién leo thang dic quyén.
L& hong hién dang bi khai thac
trong thuc té.

- Anh hudéng: Windows 10,

Windows 11, Windows Server

2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2024-38107

CVE-2024-38170
CVE-2024-38172

- Piém CVSS: 7.8 (Cao)

- Mo ta: LO hdng trong
Microsoft Excel cho phép dbi
tugng tan cong thyuc thi mad tir
Xa.

- Anh hudng: Microsoft 365
Apps for Enterprise, Microsoft
Office LTSC for Mac 2021.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2024-38170
https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2024-38172

CVE-2024-38171

- Piém CVSS: 7.8 (Cao)

- Mb ta: LO hong trong
Microsoft PowerPoint cho phép
d6i tuong tan cong thuc thi ma
tur xa.

- Anh huong: Microsoft
PowerPoint 2016, Microsoft
Office 2019, Microsoft Office
LTSC 2021, Microsoft 365
Apps for Enterprise.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2024-38171

CVE-2024-38178

- Piém CVSS: 7.5 (Cao)

- M6 ta: L& héng trong
Scripting Engine cho phép ddi
tugng tin cong thyc thi ma tir

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2024-38178
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xa. L6 hong hién dang bi khai
thac trong thuc té.

- Anh huong: Windows 10,
Windows 11, Windows Server
2012, 2016, 2019, 2022.

10

CVE-2024-38202

- Piém CVSS: 7.3 (Cao)

- Mo ta: L& héng trong
Windows Update Stack cho
phép ddi twong tin cong thuc
hién leo thang dic quyén.
Thong tin chi tiét vé 16 hong da
dugc cong bd cong khai.

- Anh huong: Windows 10,
Windows 11, Windows Server
2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2024-38202
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CVE-2024-38106

- Piém CVSS: 7.0 (Cao)

- Mo ta: L6 hong trong Windows
Kernel cho phép ddi tuong tan
cong thuc hién leo thang dic
quyén. L hong hién dang bi
khai thac trong thuc té.

- Anh huong: Windows 10,
Windows 11, Windows Server
2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2024-38106

12

CVE-2024-21302

- Piém CVSS: 6.7 (Cao)

- Mo ta: LO hdng trong
Windows Secure Kernel Mode
cho phép d6i twong tin cong
thuc hién leo thang dic quyén.
Thong tin chi tiét vé 16 hong da
duoc cong bd cong khai.

- Anh huong: Windows 10,
Windows 11, Windows Server
2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2024-21302

13

CVE-2024-38173

- Piém CVSS: 6.7 (Cao)

- Mo ta: LO hong trong
Microsoft Outlook cho phép
dbi tuong tAn cong thuc thi ma
tur xa.

- Anh huong: Microsoft
Outlook 2016, Microsoft Office
2019, Microsoft Office LTSC
2021, Microsoft 365 Apps for
Enterprise.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2024-38173
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CVE-2024-38200

- biém CVSS: 6.5 (Cao)

- Mo ta: L& héng trong
Microsoft Office cho phép dbi
tuong tAn cong thuc hién tAn
cong gida mao (spoofing).
Thong tin chi tiét vé 16 hong da
duoc cong bd cong khai.

- Anh huéng: Microsoft Office
2016, 2019, Microsoft 365
Apps for Enterprise, Microsoft
Office LTSC 2021.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2024-38200

15

CVE-2024-38213

- Piém CVSS: 6.5 (Cao)

- Mo ta: LO hdng trong
Windows Mark of the Web
Security cho phép ddi tuong tan
cong vuot qua co ché bao vé.
L& hong hién dang bi khai thac
trong thuc té.

- Anh hudng: Windows 10,
Windows 11, Windows Server
2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/CV
E-2024-38213

luc.

2. Hwéng din khic phuc

Bién phap tdt nhat dé khéc phuc la cap nhat ban va cho céac 16 héng bao mat
noi trén theo hudng dan cua hang. Quy don vi tham khao céc ban cap nhat phu
hop cho cac san pham dang st dung tai link nguén tham khdo tai muc 1 cua phu

3. Tai liéu tham khao
https://msrc.microsoft.com/update-guide/

https://www.zerodayinitiative.com/blog/2024/8/13/the-august-2024-
security-update-review
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